CITY OF DORAL
COUNCIL MEETING MEMORANDUM

ITEMTITLE:

A RESOLUTION OF THE MAYOR AND THE CITY COUNCIL OF THE CITY OF DORAL,
FLORIDA, PURSUANT TO SECTION 2-322 OF THE CITY’S CODE OF ORDINANCES,
APPROVING THE RENEWAL OF THE CITY’S CENTRALIZED DATA BACKUP STORAGE
LICENSING, SUPPORT, AND ENTERPRISE SERVICES FROM UNITED DATA
TECHNOLOGIES (UDT) VIA NASPO VALUEPOINT CLOUD SOLUTIONS AR2472
CONTRACT 43230000-NASPO-16-ACS, IN AN AMOUNT NOT TO EXCEED BUDGETED
FUNDS; AUTHORIZING THE CITY MANAGER TO EXPEND FUNDS ON BEHALF OF THE
CITY IN FURTHERANCE THEREOF; PROVIDING FOR IMPLEMENTATION; PROVIDING
FOR INCORPORATION OF RECITALS; AND PROVIDING FOR AN EFFECTIVE DATE

DEPARTMENT RECOMMENDATION:
Approval

BRIEF HISTORY:

The Information Technology Department respectfully requests that the Mayor and City
Council members approve the renewal of the city’s centralized data backup storage licensing,
support, and enterprise services from United Data Technologies (UDT), and the amount will not
exceed budgeted funds.

On August 13, 2019, the Mayor and Council members approved Resolution No. 19-162, which
authorized the City of Doral to implement a new data storage solution at our data center.
This solution offers a secure and robust backup and recovery system.

The City currently maintains a secure backup and recovery solution that includes air-gapped,
immutable, encrypted, and access-controlled data storage. The solution continuously monitors
data risks, performs anomaly detection and threat monitoring, and protects against
ransomware, cyber threats, administrative errors, and data loss while ensuring data is
encrypted both in transit and at rest.

On January |5, 2025, the Mayor and Council members approved Resolution No. 25.04 to
purchase an additional storage appliance to accommodate the City’s data growth and increased
demand, maintain business continuity, and meet the City’s current and future data storage
needs by duplicating the existing backup environment.

It's important to note that Section 119.0725 (b) of the Florida Statutes creates a public records
exemption related to cybersecurity. Specifically, the statute makes confidential and exempt
from public record requirements any information related to critical infrastructure.
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Additionally, any portion of a meeting that might reveal such information is also exempt from
public meeting requirements. See Section |19.0725(3), Florida Statutes.

LEGISLATIVE ACTION: (IF APPLICABLE)

Date: Resolution/Ordinance No. | Comments
08/09/2023 Resolution No. 23-121 Approved
06/12/2024 Resolution No. 24-132 Approved
01/15/2025 Resolution No. 25.04 Approved

FINANCIAL INFORMATION: (IF APPLICABLE)

No. Amount Account No. Source of Funds
l. $130,482.06 001.22005.500460 Maintenance

2. $

Total: | $

Fiscal Impact Statement: The proposed item has a fiscal impact on revenues and/or
expenditures of budgeted funds.

STRATEGIC PLAN ALIGNMENT:

Renewing the City’s data backup storage appliance aligns with the City's strategic planning goal
of excellent service by enhancing operational efficiency and service delivery. A modernized
storage solution can improve data accessibility and reliability, ensuring that critical information
is readily available to support decision-making processes and deliver services effectively. By
investing in a robust data storage infrastructure, the city can streamline its operations, enhance
data security, and ultimately deliver excellent services to its residents and stakeholders.

ATTACHMENT(S):
A. Draft Resolution.
B. Vendor’s Contract.
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