CITY OF DORAL
COUNCIL MEETING MEMORANDUM

ITEMTITLE:

A RESOLUTION OF THE MAYOR AND THE CITY COUNCIL OF THE CITY OF DORAL,
FLORIDA, PURSUANT TO SECTION 2-322 OF THE CITY’S CODE OF ORDINANCES,
APPROVING A THREE (3) YEAR AGREEMENT WITH THRIVE OPERATIONS, LLC FOR
CONSOLIDATED CO-MANAGED CYBERSECURITY SERVICES, VIA GSA CONTRACT
47QTCAI8DO0O05SE, IN AN AMOUNT NOT TO EXCEED BUDGETED FUNDS;
AUTHORIZING THE CITY MANAGER TO EXPEND FUNDS ON BEHALF OF THE CITY
IN FURTHERANCE THEREOF; PROVIDING FOR IMPLEMENTATION; PROVIDING FOR
INCORPORATION OF RECITALS; AND PROVIDING FOR AN EFFECTIVE DATE

DEPARTMENT RECOMMENDATION:
Approval

BRIEF HISTORY:

The City is adopting a consolidated approach to cybersecurity, integrating services such as
managed detection and response, endpoint detection and response, and incident response.

While the City has utilized most of these services for years, consolidating them and expanding
to include additional security solutions will enable more streamlined management, improved
resource allocation, and a more holistic view of security threats. This comprehensive strategy
will lead to earlier detection of potential issues, faster and more coordinated incident
responses, and a reduction in vulnerabilities.

The new integrated, co-managed approach will facilitate collaboration between internal IT staff
and external security experts, ensuring seamless communication and continuous monitoring.
This coordination will result in more effective threat mitigation, better compliance with
security standards, and ultimately, a stronger overall defense of digital assets and sensitive
information.

The Information Technology Department respectfully requests that the Mayor and City
Council members approve a three (3) year agreement with Thrive Operations LLC for
consolidated co-managed cybersecurity services via GSA Contract No. 47QTCA18DO005E in
an amount not to exceed budgeted funds.

It's important to note that Section 119.0725 (b) of the Florida Statutes creates a public records
exemption related to cybersecurity. Specifically, the statute makes confidential and exempt
from public record requirements any information related to critical infrastructure.
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Additionally, any portion of a meeting that might reveal such information is also exempt from
public meeting requirements. See Section |19.0725(3), Florida Statutes.

LEGISLATIVE ACTION: (IF APPLICABLE)
Date: Resolution/Ordinance No. Comments

FINANCIAL INFORMATION: (IF APPLICABLE)

No. Amount Account No. Source of Funds
l. $152,000.00 001.22005.500460 Maintenance

2. $

Total: | $

Fiscal Impact Statement: The proposed item has a fiscal impact on revenues and/or
expenditures of budgeted funds.

STRATEGIC PLAN ALIGNMENT:

This initiative directly supports the City’s strategic goal of public safety by strengthening the
protection of critical systems and sensitive information that underpin essential public services.
Consolidated, co-managed cybersecurity reduces the risk of system outages, data breaches,
and cyberattacks that could disrupt emergency response, public communications, and core
municipal operations. Earlier threat detection, faster incident response, and continuous
monitoring help ensure that critical infrastructure remains available and resilient, safeguarding
residents’ personal data and maintaining public trust in the City’s ability to protect its digital
environment and deliver services safely.

ATTACHMENT(S):
A. Draft Resolution.
B. Vendor’s Contract.
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